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EMC Products and Solutions for Compliance

SAN Advisor and other products

— Storage domain
— More news coming in early 2008

IT Compliance Analyzer —
Application Edition

— Application domain

RSA has many products
and services

— Now leveraging EMC tools

...and now Voyence!
— Network domain
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EMC IT Compliance Analyzer—Application Edition

Automated, ongoing discovery in real time

Leverages power of EMC Smarts Application Discovery Manager
Configurations
Changes
Interdependencies

Performs analysis to determine application configuration validation
Provides continuous analysis for ongoing IT compliance

Policy-based management
User-defined policies (internal governance)
Preconfigured policy templates (external regulatory — including PCI)

Real-time policy violation alerts

© Copyright 2007 EMC Corporation. All rights reserved.


EMC IT Compliance Analyzer—Application Edition is the first in a series of products from EMC to address compliance. Network Edition and Storage Edition for IT Compliance Analyzer will be available soon. This Application Edition is a companion product to EMC Smarts Application Discovery Manager and leverages its discovery as the data source.
Smarts Application Discovery Manager provides the most comprehensive application discovery, change impact, and interdependency mapping available. The EMC IT Compliance Analyzer—Application Edition adds unique compliance monitoring, analysis, and policy violation alerting that helps identify violations of external regulatory, internal governance, and best-practice policies.
IT Compliance Analyzer enables users to create policies that automate the process of identifying, monitoring, and alerting IT Operations to policy violations.
Businesses can achieve application validation for compliance with internal policies and standards, regulatory requirements, and best practices for business critical applications, as well as operational uses such as predicting the compliance implications of new application deployment.
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EMC IT Compliance Analyzer—Application Edition
Key Benefits

A proactive approach to IT compliance
— Run “what if...” scenarios

— Address compliance violations before other
problems occur

Simplifies the application of internal and
external IT compliance requirements

Helps ensure that third-party audits go
smoothly

Roll out new applications with confidence

Gauge the impact of planned
configuration changes
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By managing IT governance from a policy-violation standpoint, IT Operations can identify and fix violations before they cause problems internally or externally.Users can accurately predict the impact of planned application configuration changes and rollouts by running “what if” scenarios. IT organizations can finally be truly proactive about their service configurations.

The real-time discovery of Smarts Application Discovery Manager provides assurance that IT Operations knows not only the status of its configurations, but also understands ongoing changes, and the interdependencies across the application infrastructure.

Armed with this data, IT Compliance Analyzer applies the IT policies and helps ensure compliance before a third-party auditor is given the chance, because of its “always-on” nature. Once deployed, IT Compliance Analyzer is always working for you, which allows IT Operations to spend less time putting out fires, and more time on rolling out new applications, updating infrastructure, and planning for growth with confidence.

Users can now:
- Ensure that servers and applications are configured for high availability and high performance at all times.
- Identify unauthorized communications between unrelated applications.
- Make sure that servers are properly configured for major new application rollouts.
- Identify unauthorized applications and servers in remote offices.
- Make sure that sensitive applications are using secure communications.
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IT Compliance Analyzer—Structure

IT Compliance Analyzer is
packaged as an appliance

— Just like Smarts Application
Discovery Manager, but separate

— Accelerates time to value

The configuration management
database (CMDB) for V1.0 is
EMC Smarts Application
Discovery Manager

— Future versions will expand this

Policies:

— Initial release includes policy
template for PCI compliance

— A community development model
is being considered for policies
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Note to Presenter: View in Slide Show mode for animation.
IT Compliance Analyzer is packaged as an appliance to minimize installation and configuration effort. Time to value is very attractive.
IT Compliance Analyzer’s processing requires two inputs—the policy definitions and the data these policies will examine. The configuration management database, or CMDB, contains this data. It is important for the CMDB to hold relationship information in addition to the basic configuration items because these relationships assemble the configuration items into something much more meaningful. This extra meaning offers IT Compliance Analyzer a far richer perspective for policy analysis.
In V1.0, the configuration management database is Smarts Application Discovery Manager. Other data sources will be added in future releases, but Application Discovery Manager is a great starting point because it provides such valuable information to the policy engine.
Policies are defined using a simple graphical interface. EMC supplies a PCI compliance templates that can be modified for individual needs. The library of supplied templates and policies will grow via additional development by EMC and others. A community development model similar to the open source software community and Wiki-based systems is being considered.
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Technical Overview
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Policies are constructed from one or more rules, or “checks” that examine data in the configuration management database. (Note to Presenter: Click now in Slide Show mode for animation.) Violations are detected by the rule interpreter and then collected (Note to Presenter: Click now in Slide Show mode for animation.) and processed by the main policy engine for ultimate determination of policy compliance. 
(Note to Presenter: Click now in Slide Show mode for animation.) Multiple personas will access and use the IT Compliance Analyzer interface to manipulate policies and monitor policy compliance. (Note to Presenter: Click now in Slide Show mode for animation.) Policy violations can be escalated in various ways according to established event management systems.
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Policy Rule Examples
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You can check for the presence of a minimum set of elements in a specific location, as in this first check for DNS. DNS is an often overlooked service that will wreak all sorts of havoc if misconfigured.
The next shows how you can evaluate if Oracle servers are configured with enough resources to support the application’s demands.
Critical applications such as SAP must be configured for high availability and performance, so you can analyze all instances of this service to ensure that it is supported by such infrastructure.
Of course, compliance is often associated with security best practices. While compliance is much more than security, IT Compliance Analyzer can indeed look for security packages.
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VoyenceControl

Automates Network Compliance,
Change and Configuration
Management

Network Discovery and
Configuration Repository

Enforces Standard’s Based
Network Change Processes

Enforces Standards and Policies
for Network Compliance

Automates Network Change
Execution

© Copyright 2007 EMC Corporation. All rights reserved.

Control




EMC

where information lives®

VoyenceControl PCI Advisor
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VC PCI Advisor — Supporting the Compliance Process EMC
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Plan

How should we use VoyenceControl
to enable PCI compliance?

Audit

Give us all documentatlon What do we need to do
necessary to validate that

the stated processes and today J_(O con.tlnue to be
policies are being enforced. compliant with L I_DCI
processes and policies?

Maintain

Review
Do we still have adequate processes and [>
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Automating PCI DSS Requirement Compliance

- N N

PCI Requirement IT Compliance Analyzer VoyenceControl
Build and Maintain a Secure Network

1.0 Install and mainta.in \/ \/
firewall configuration

Avoid vendor-supplied \/
default settings

2.0

Protect Cardholder Data

v
3.0 Protect stored \/
v

card holder data

4.0 Encrypt data across \/

public networks

\Application Domain/& Network Domain /
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Automating PCI DSS Requirement Compliance

- N N

PCI Requirement IT Compliance Analyzer VoyenceControl
Maintain a vulnerability management program

50 Usg qnd regularly update \/
anti-virus software
6.0 Maintain secure systems \/ \/

and applications

Implement strong access control measures

Restrict access to card
holder data

Assign unique IDs to
those with access

N

7.0

N

8.0

Restrict physical access

9.0 to card holder data

\Application Domain/ Network Domain /
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Automating PCI DSS Requirement Compliance

-

~

\

PCI Requirement

IT Compliance Analyzer

VoyenceControl

Regularly Monitor and Test Networks

Track access to

10.0 resources and data

v

v

Regularly test security

11.0
systems and processes

v

v

Maintain an Information Security Policy

Maintain an information

12.0 . :
security policy

v

v
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To learn more about how

IT Compliance Analyzer and VoyenceControl
can help you effectively automate PCI compliance initiatives:

Contact your local EMC Smarts Sales Representative
Contact EMC Smarts Inside Sales at 866-362-2700

Visit the EMC IT Compliance Analyzer page on emc.com:

http://software.emc.com/products/software az/

it compliance analyzer application_edition.htm
and Voyence at:

http://www.voyence.com

Thank You for Attending!
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Thank you for your participation in this live webcast.  For the remainder of this session, there will be live Q&A.
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Thank you.


