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By Glenn O’Donnell
The configuration management database
(CMDB) has become one of the hottest topics
in IT operations. A growing number of organ-
izations are looking to better manage IT
resources through a federated collection of
these databases, which hold information
about files, applications, servers and other
systems as well as their relationships to one
another. 

Several business and technical factors are
coming together to create the interest in a
federated CMDB. As more companies face
increased competition and closer scrutiny of
their information assets as a result of regu-
latory pressures, there is a growing need for
more disciplined, efficient management of IT
services and a closer alignment of those
services with the actual information needs of
the business. Up until recently, artificial bar-
riers between front- and back-office opera-
tions existed because organizations support-
ed key business processes with a few mono-
lithic application environments that did not
easily share information. These barriers
made it difficult for IT to provide the infor-
mation business users needed - especially as
their requirements changed. 

Today’s business processes are increasing-
ly interconnected, frequently crossing func-
tional boundaries. People inside and outside
the company must be able to share and act
on a common set of information to remain
productive. So, IT is being asked to get rid of
the information silos the monolithic applica-
tion environments had created and provide
integrated information that supports the new
cross-functional business processes. 

As IT works towards meeting these
requirements by building a more integrated
information infrastructure, they are undertak-
ing initiatives such as data center consolida-
tion and automation and adopting ITIL best
practices, in order to improve the efficiency
and discipline of IT operations. All of these
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initiatives require accurate configuration
information to be effective. So, it is under-
standable that the CMDB, the core element
of the configuration management process,
has become such an important issue facing
IT organizations. 

The Role of ITIL
Organizations are demanding the function
provided by a CMDB because it is essential
to new technology initiatives such as serv-
ice-oriented architectures (SOAs) and ITIL
implementations. SOAs are providing the
application environment necessary to sup-
port the tight interconnection of business
processes across functions. Many organiza-
tions are also leveraging the ITIL libraries,
which recommend a set of best-practice
processes to address key areas of IT service
management, to help enforce discipline and
governance on an SOA. 

While the ITIL libraries reference the
CMDB extensively, technical specifications
are purposely avoided in order to maintain
neutrality. The ITIL libraries do state that the
CMDB should “hold the relationships
between all system components, including
incidents, problems, known errors, changes,
and releases. It should also contain informa-
tion about employees, locations, suppliers
and business units.” 

Even though there is no schema or model
defined for the CMDB by ITIL, there are
enough use cases defined for each process
in the ITIL libraries to build the CMDB prop-
erly. And, emerging standards like
Distributed Management Task Force
(DMTF)'s Common Information Model (CIM),
an object-oriented model for unifying and
extending existing standards such as SNMP,
are theoretically interoperable and do illus-
trate what detail is needed. 

Federated Object Model
It is important to note the differences

between a CMDB and a federated CMDB,
and highlight the significantly higher value
that a federated approach provides.  A feder-
ated CMDB is really not a database but a
federated object model that links all trusted
sources of configuration information. These
sources are often existing standalone
CMDBs that cover network, system, applica-
tion, or other infrastructure components, as
well as users, policies, geography, relation-
ships and references. Because it is likely that
many management tools are already in
place, the federated CMDB should leverage
these tools and databases as the trusted
sources. Organizations that take advantage
of existing CMDBs and tools will not only get
more accurate configuration data, but also a
higher return on investment and much quick-
er time to value.

Of course, there will inevitably be conflicts
between sources so the federated CMDB
must also enforce reconciliation policies to
help determine which source is the trusted
source and resolve the conflicts consistently.
And integration issues among the sources,
an age-old plague, will continue to require
attention in order to overcome the chal-
lenges to automate configuration manage-
ment processes.

Organizations must be careful of any
approach that claims federation but relies on
a central database of replicated information
from these sources. This approach is not a
federated model and could lead to issues or
errors related to the currency of the data due
to deficiencies in the replication process. 

Defining Relationships 
The real power of the federated CMDB
resides in the relationships between the con-
figuration items rather than the configuration
items themselves. The CMDB must define
how the configuration items come together
to produce and consume information servic-
es. The question for many companies is how
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much information to put into the CMDB
regarding the relationships. Some CMDB
efforts get bogged down by attempting to
describe the data itself rather than sufficient
detail to uniquely describe the source and
enough context to define the relationships at
a high level. The relationship map is more
than just the physical links. Anything that
provides context is potentially useful. 

The abstracted model created by these
relationships is critical to the success of the
CMDB. It will become the engine to drive
automated discovery of configuration infor-
mation, for example.  The relationships
impart meaning to applications and services
that are constructed from the specific under-
lying components. These abstracted models
are more meaningful to the IT and business
stakeholders than the individual compo-
nents. IT must involve the business users in
the creation of the model to ensure its rele-
vance and accurately reflect the business
perspective.  

Automation is a Key 
Organizations that relied on manual process-
es to populate a CMDB often found that the
configuration information was outdated even
before it was entered. With configuration
information at the center of every IT process,
it is essential that the CMDB data is com-
plete, accurate and current - otherwise all
processes are potentially flawed. With the
complexity of today’s average IT environment
and the amount of change that occurs daily,
it is simply not practical to manually recon-
cile, normalize, and populate configuration
information when configuration changes are
made. The only way to do this effectively is
to automate the processes.

Companies should take note of the avail-
ability of new auto-discovery software.  The
tools help organizations automatically popu-
late and maintain configuration information.
Outside of the standard instrumentation pro-
vided for network components through
SNMP, there are numerous but less mature
methods and technologies for collecting the
details of infrastructure components.
Programmers can use command-line inter-
faces like WMI, SSH and Cisco IOS, to gen-
erate the details of non-SNMP components
like servers, applications and storage.
Relying on only one of these mechanisms to
provide automation, however, would likely
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lead to incomplete data. Therefore, organiza-
tions should look to incorporate multiple
sources. 

While a truly federated CMDB is not easy,
it is really the only choice that will ensure
success.  And automation is central to man-
aging the intricate relationships that make
the federation work. 

Service Automation 
Organizations will find that the CMDB by
itself is not very useful, but the process-ori-
ented usage of the CMDB suggested by the
ITIL libraries will provide a profound power
to transform IT operations. The intelligent
application of policy-based automation is
the key to many of the operational benefits
that are driven from the CMDB. Companies
will realize vast improvements in the effi-
ciency and accuracy of IT services through
automation. 

Several software technologies, including
software analysis tools that monitor the sta-
tus of all configuration components, can help
organizations drive the automated enforce-
ment of policies - from service level agree-
ments to IT governance and regulatory com-
pliance policies.  The tools will also provide
them with the flexibility to decide how
automation is carried out, including which
policies are completely automated and
which require a mix of automation and
human approval gates.

Companies should combine these analysis
tools, auto-discovery technologies and policy
administration tools with the CMDB to
ensure that the CMDB is closely linked to
disciplined change management procedures.
This will allow IT to model and test configu-
ration changes before implementation,
which should improve the accuracy of
change procedures. IT can also use auto-dis-
covery and policy administration tools
together to automatically monitor configura-
tion changes and ensure that unauthorized
requests cannot be made. Without the tight
link to effective change management provid-
ed by these tools, companies will receive
very little value from the CMDB.

Conclusion 
Organizations that are looking to successful-
ly implement a CMDB should keep the fol-
lowing guidelines in mind. Given the increas-
ing importance configuration information

holds for effective IT service management, it
is reasonable for organizations to look at cre-
ating a separate position within IT that is
accountable for the CMDB. Given the cross-
functional nature of the role, the position
must be given enough authority to make
decisions and initiate action.

ITIL should continue to guide organizations
in the development of best-practices IT serv-
ice management but these organizations
should know where the ambiguities exist and
be able to resolve them in a way that results
in a CMDB that properly supports business
process requirements. 

Companies should use a federated model
for the CMDB but understand clearly what
“federated” means. This means that they
should avoid any approach that populates a
central database by replicating data from
disparate configuration sources.  Some repli-
cation may be unavoidable at first, but high-
ly-distributed, yet tightly linked federation
must be an unwavering principle of the
CMDB architecture.

Organizations looking for the key to the
federated object model should use the tech-
nologies available to automate the CMDB as
much as possible, creating a strong link to
change management in the process. 

Without the involvement of the business
users, the models that represent the rela-
tionships among the infrastructure compo-
nents and the overall configuration will like-
ly have little relevance.  The business users’
perspective must be reflected in the CMDB
in order to realize the full potential value. 

Most importantly, companies must be real-
istic about where the technology is at this
stage and patient about achieving success.
Solutions will involve multiple tools from
multiple vendors and integration challenges
are certain. Pick a specific process which will
utilize the CMDB, such as service level
assurance, and implement that. Don’t just
implement the CMDB for its own sake. 

By taking the time to fully understand how
the CMDB leverages current management
tools, organizations will be in a position to
improve IT service management, realize sub-
stantial efficiency gains and better support
the requirements of the business.  

Glenn O’Donnell is principal product market-
ing manager with EMC’s Resource
Management Software Group.
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